UBND TINH KIEN GIANG ~ CQNG HOA XA HOI CHU NGHIA VIET NAM
SOYTE Dégc lap - Tw do - Hanh phiic

86: /28 /SYT-VP Kién Giang, ngay A7 thdng 4 nim 2023
V/v canh béo 16 héng bao mat
anh hudng cao va nghiém trong
trong cac san pham Microsoft
cong bd thang 04/2023

Kinh gtri:
- Cac phong chic né.ng S& Y té;
- Céc co quan, don vi thudc va truc thude SO Y té.
(tuyén huyén/tuyén tinh).

Thuc hién Céng van 5O 349/CNTT-YTDT ngay 20/4/2023 ctia Cuc Cong
nghé thong tin, Bd Y té va Céng vin sb 719/STTTT-CDS ‘ngay 19/4/2023 cua
S& Théng tin va Truyén théng tinh Kién Giang vé& viéc 15 hong bao mat anh
huéng cao va nghiém trong trong cac san pham Microsoft cong bd théng
04/2023,

Dé duy tri hidu qua dam bao an toan khi sir dung mdy tinh tai cac co quan,
don vi truc thude, S& Y té d& nghi lanh dao cdc co quan, don vi thude va truc
thudc quan tim trién khai thue hién mot s6 noi dung, cu thé:

L. Co quan, don vi tién hanh ra soat, kiém tra may tinh sir dung hé didu
hanh Windows c6 kha nang bi anh hudng béi céc 16 hong bao mat anh hudng
cao va nghiém trong trong céc san pham Microsoft cong bd thang 04/2023 (dinh
kem phu luc huéng dan) Theo do6, Microsoft vira phat hanh danh sach ban va 16i
thang 04/2023 véi 97 16 hong bao mat, dang chu y 1a cac 18 héng bao mat anh
huong cao va nghlem trong.

2. Tang cuodng gidm sat va san sang cac phuong &n xr 1y khi phat hién c6
ddu hién bi khai thac, tAn cdng mang; Dong thoi thuong xuyén theo ddi kénh
canh bao cta cac co quan chire ‘ndng va cac t6 chirc 16n vé an toan thong tin dé
phat hién kip thoi cac nguy co tan cong mang.

Trong qua trinh trién khai, thyc hién c6 khé khin, vuong mac xin lién hé
S Y té (qua Van phong S& gdp Oong Vi Manh Thang, s6 dién thoai
0988.202.102) dé duoc trao ddi, hudng dan.

#/duorc Coéng vin nay dé nghi lanh dao co quan, don vi quan tam, thuc

hién.//ip 17~

Noi nhin: KT. GIAM bOC
- Nhur trén; PHO GIAM POC
- GD va cac PGP S& Y té (dé b/cao);
- Trang Thong tin dién tir S&' Y té;

- Trang Hb so cong viée;

- Luu: VT, vmthang.

Nguoi ky: So Y te

Email: syt@kiengiang.gov.vn
Co quan: Tinh Kién Giang
Thoi gian ky: 27.04.2023 16:32:39 +07:00
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UBND TINH KIEN GIANG CONG HOA XA HQI CHU NGHIA VIET NAM
SOY TE Dge ldp - Tw do - Hanh phuc

PHU LUC
Thong tin vé 15 hong bdo mat trong

san pham Microsoft cong b thang 04/2023
(Dinh kém theo Céng viin sé 4245 /SYT-VP ngay 2¥/4/2023 ciia S6 Y té)

L. C4c 16 hong bao mit ¢6 mirc 4nh huwdéng cao va nghiém trong:

- L5 hong béo mat CVE-2023-28252 trong Windows Common Log File
System Driver cho phép dbi tuong tan cong thuc hién tan cong nang cao dic
quyén. L3 hbng nay dang bj khai théc trong thuc té.

- L& hong bao mat CVE-2023-21554 trong Microsoft Message Queuing
cho phép ddi tuong tin cong thuc thi ma tir xa.

- 03 16 hong bao mat CVE-2023-23384, CVE-2023-23375, CVE-2023-
28304 trong Microsoft SQL Server cho phép dbi twong tén cong thuc thi m3 tur
Xa.

- Lb hong bao mat CVE-2013-3900 xac thyc chit ky WinVerifyTrust cho
phép dbi tuong tdn cong c6 thé thém ndi dung vao phan chit ky ma xac thuc
trong tép thyc thi da ky ma khong lam mét hiéu luc chit ky. Gan day, 16 héng
nay da duoc sir dung trong cac cude tin cong chudi cung g vao phan mém cla
hang 3CX. Microsoft d& dua ra ban va vé viéc kiém tra tinh xé4c thuc ctia chi ky
duéi dang tily chon bat hodc tat, néu khong duoc cdu hinh s& mic dinh 13 tt.
Trong ban cdp nhét nady Microsoft dd bo sung thém céc phién ban hé diéu hanh
bi 4nh hudng. Pé nang cao bao méat an toan thong tin cho cac thiét bi sir dung hé
diéu hanh Windows ngudi ding cé thé xem xét viée bat tly chon kiém tra nay.

- 02 15 héng bao mat CVE-2023-28287, CVE-2023-28295 trong
Microsoft Publisher cho phép dbi twong tin cong thuc thi ma tir xa.

- 02 16 hong bao mat CVE-2023-28309, CVE-2023-28314 trong
Microsoft Dynamics 365 cho phép dbi tugng tén cong thyuc hién tin cong XSS.
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IL. Thong tin cac 16 hong bio mat:

STT

CVE

MO ta

Link tham khao

CVE-2023-28252

- Diém: CVSS: 7.8 (cao)
- Mb ta: 156 hong trong
Windows Common Log
File System Driver cho
phép dbi twong tin cong
thyc hién tin cong ning
cao dic quyén. L3 héng
nay dang bi khai thac
trong thue té.

- Anh hudng: Windows
Server, Windows 10/11.

https://msrc.microsoft.co
m/update-
guide/vulnerability/CVE
-2023-28252

CVE-2023-21554

-Piém:  CVSS: 9.8
(nghiém trong)

- M6 ta: 16 héng trong
Microsoft Message
Queuing cho phép ddi
tuong tan cong thuc thi
ma tur xa.

- Anh huéng: Windows
Server, Windows 10/11.

https://msrc.microsoft.co
m/update-
guide/vulnerability/CVE
-2023-21554

CVE-2023-23384
CVE-2023-23375
CVE-2023-28304

- Piém: CVSS: 7.8/7.3
(cao)

- M6 ta: 16 héng trong
Microsoft SQL Server
cho phép dbi tuong tin
cong thuc thi ma tir xa.

- Anh huéng: Microsoft
SQL Server, Microsoft
ODBC Driver 18.

https://msrc.microsoft.co
m/update-
guide/vulnerability/CVE
-2023-23384

https://msrc.microsoft.co
m/update-
guide/vulnerability/CV-

2023-23375
https://msrc.microsoft.co
m/update-

guide/vulnerability/CVE
-2023-28304
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- Diém: CVSS: 7.4 (cao)

- MO ta: 16 hdng xac thuc
chtt ky WinVerifyTrust
cho phép doi tugng tan https://msrc.microsoft.co
cong c6 thé thém ndi m/update-

e | S T dl,mg vao phan Chlf ky mé guide/vulnerability/CVE
xac thuc trong tép thuc 2013-3900

thi dd ky ma khong lam
mét hiéu lyuc chit ky.

- Anh huéng: Windows
Server, Windows 10/11.

- Diém: CVSS: 8.8 (cao) https://msrc.microsoft.co
- M6 ta: ]6 hél’lg trong m/update-

Microsoft Publisher cho lgyiqe/vulnerability/CVE
phép doi tuong tan cong 12023-28287

5 | CVE-2023-28287 [thuc thi mé tir xa. :
CVE-2023-28295 | Anh huéng: Microsoft https://msrc.microsoft.co
Office, Microsoft m/update-

Publisher. guide/vulnerability/CV-
2023-28295

- DPiém: CVSS: 7.6/6.1

(cao) https://msrc.microsoft.co

m/update-

- Mﬁ ta: 10 hong trong guide/vulnerability/CVE
Microsoft Dynamics 365 | 2023-28309

6 CVE-2023-28309 cho phep d61 tu'(_)'ng tén
CVE'2023'2831406ng thuc hién tin cong
XSS.

- Anh huéng: Microsoft
Dynamics 365.

https://msrc.microsoft.co
m/update-

guide/vulnerability/CV-
2023-28314

II1. Huéng din khic phuc:

Bién phap t6t nhat dé khdc phuc 1 cap nhat ban vé cho cac 18 héng bao
mat noi trén theo hudng dan cua hing. Pon vi tham khao cac ban cap nhat phu
hop cho céc san pham dang sir dung tai link ngudn tham khao tai muc II ctia phu
luc.

IV. Tai liéu tham Kkhio:

- https://msrc.microsoft.com/update-guide

- https://www.zerodayinitiative.com/blog/2023/4/11/the-april-2023-
security- update-review




BOY TE CONG HOA XA HQI CHU NGHIA VIET NAM
CUC CONG NGHE THONG TIN Poc 1ap — Tw do — Hanh phiic

SO: 349 /CNTT-YTDT Ha Néi, ngay 20 thang 04 nam 2023
V/v 16 hdng bao mat anh huo’ng cao va
nghiém trong trong cac, san phdm
Microsoft cong bb thang 04/2023.

Kmh gln
f?-‘ M1,/ Clut, Téng cuc, Vin phong B9, Thanh tra B9;

A a5 o
[}

Céc don vi truc thudéc Bo Y té;
% Cac SO Y té.

Cuc Cong nghé thong tin nhén duoc cong vin sb 554/CATTT-NCSC ngay
17!04/2023 ctia Cuc An toan thong tin vé viéc 15 héng bio mat anh huéng cao va
nghlem trong trong c4c san pham Microsoft cong bd thang 04/2023.

2 Nhim dam bao an toan théng tin cho hé thong thong tin ctia Quy don vi,
Cuc Cong nghé thong tin tran trong dé nghi Quy don vi:

1. Kiém tra, ra soat, xac dinh may sir dung hé diéu hanh Windows c6 kha
nang bi anh hudéng. Thuc hién cdp nhat ban va kip thoi dé tranh nguy co bi tn
cong (tham khdo thong tin tai Phu luc kem theo).

2. Ting cudng gidm sat va san sang phuong an xu ly khi phat hién cé
dAu hiéu bi khai thac, tAn cdng mang; déng thoi thuong xuyén theo doi kénh canh
béo ctia cac co quan chirc ndng va cac td chitc 16n v& an toan thong tin dé phat hién
kip thoi cac nguy co tAn céng mang.

Trong truong hop can thiét, Quy Pon vi lién hé Trung tim Dit liéu y té, Cuc
Cong nghé thong tin, BO Y té (ThS. Hoang DPang Tri, dién thoai: 0987772483,
Email: trihd.cntt@moh.gov.vn) dé duoc ho tro.

Tran trong./.

Noi nhn: CUC TRUONG
- Nhu trén;

- Trung tdm Dt liéu y té (dé thyc hién);
- Luu: VT, CNTT.

Pd Truong Duy



CUC CONG NGHE THONG TIN

BOY TE

CONG HOA XA HQI CHU NGHIA VIET NAM

Poc 1ap — Tu do — Hanh phiic

PHU LUCI

THON GTIN VE CAC LO HONG BAO MAT TRONG

SAN PHAM MICROSOFT

(Kem z‘heo Céng vin s6 349 /CNTT-YTDT ngay20 /04/2023

| = Thﬁ_ng tin c4c 16 hdng bao mat

cua Cuc Cong nghé théng tin)

STT

CVE

Mo ta

Link tham khao

CVE-2023-28252

- Piém: CVSS: 7.8 (cao)

- M6 ta: 16 héng trong
Windows Common Log
File System Driver cho
phép dbi tuong tin cong
thuc hién tdn coéng nang
cao dic quyén. LS héng
nay dang bi khai thac
trong thuc té.

- Anh hudng: Windows
Server, Windows 10,11.

https://msrc.microsoft.co
m/update-
guide/vulnerability/CVE-
2023-28252

CVE-2023-21554

- DPiém: CVSS:
(nghiém trong)

- Mb ta: 16 hong trong
Microsoft Message
Queuing cho phép dbi
twong tan coéng thuc thi ma
tr xa.

- Anh huong: Windows
Server, Windows 10/11.

5.3

https://msrc.microsoft.co
m/update-
guide/vulnerability/CVE-
2023-21554

CVE-2023-23384
CVE-2023-23375
CVE-2023-28304

- Diém: CVSS: 7.8/7.3
(cao)

- Mo ta: 16 hong trong
Microsoft SQL Server cho
phép d6i twong tin cong
thuc thi ma tir xa.

- Anh huong: Microsoft
SQL Server, Microsoft
ODBC Driver 18.

https://msrc.microsoft.co
m/update-
guide/vulnerability/ CVE-
2023-23384
https://msrc.microsoft.co
m/update-
guide/vulnerability/ CVE-
2023-23375
https://msrc.microsoft.co
m/update-
guide/vulnerability/ CVE-
2023-28304




- Piém: CVSS: 7.4 (cao)
- Mo ta: 16 hong x4c thuc

[¢hit ky WinVerifyTrust

)

cho phép ddi twong tin
cdng c6 thé thém ndi dung
vao phén chit ky ma xac
thuc trong tép thuc thi da
ky ma khéng lam mét hidu
luc chir ky.

- Anh huéng: Windows
Server, Windows 10/11.

https://msrc.microsoft.co
m/update-
guide/vulnerability/CVE-
2013-3900

4 | CVE-2013-3900
5 CVE-2023-28287

~° | CVE-2023-28295

- Diém: CVSS: 8.8 (cao)

- Mo ta: 16 héng trong
Microsoft Publisher cho
phép dbi tuong tin cong
thuc thi ma tir xa.

- Anh hudng: Microsoft

https://msrc.microsoft.co
m/update-
guide/vulnerability/CVE-
2023-28287
https://msrc.microsoft.co
m/update-

CVE-2023-28309
CVE-2023-28314

Office, Microsoft | guide/vulnerability/CVE-
Publisher. 2023-28295

> e VRS Thre.1 https://msrc.microsoft.co
(cao)

- Mo ti: 16 héng trong
Microsoft Dynamics 365
cho phép doi tuwong tin
cong thuc hién tin cong
XSS.

- Anh hudng: Microsoft
Dynamics 365.

m/update-
guide/vulnerability/CVE-
2023-28309
https://msrc.microsoft.co
m/update-
guide/vulnerability/CVE-
2023-28314

2. Huéng din khic phuc
Bién phap t6t nhit dé khic phuc 1a cap nhat ban v4 cho céc 16 hong bao mat
ndi trén theo huéng din ctia hing. Quy don vi tham khao cac ban cap nhat phu hop
cho céc san phém dang sir dung tai link nguén tham khao tai muc 1 cta phu luc.
3. Tai liéu tham khao
https://msrc.microsoft.com/update-guide
https://www.zerodayinitiative.com/blog/2023/4/11/the-april-2023-security-

update-review




LU guai. ou Lnung ui
va Truyén théng
Thai gian ky: 19.04.2022
15:26:34 +07:00

UBND TiNH KIEN GIANG CONG HOA XA HQI CHUNGHIA VIET NAM
SO THONG TIN VA TRUYEN THONG Poc lap - Tu do - Hanh phiic
sé: Y /sTTTT-CDS Kién Giang, ngay /(| thang f nam 2023

V/v 15 héng bao mat anh hudng cao
va nghiém trong trong cdc san pham
Microsoft c¢dng bd thang 04/2023

Kinh giri:
- Vian phong UBND tinh;
- S&, ban, nganh Cé.p tinh;
- UBND céc huyén, thanh phd;
- UBND céc x&, phuong, thi tran,

S& Thong tin va Truyén théng nhan dugc Cong van §é 554/CATTT-
NCSC ngay 17/4/2023 ctia Cuc An toan thong tin vé viéc 10 hong bdo mét anh
huéng cao va nghiém trong trong cic san pham Microsoft cong bo thang
04/2023.

_ Theo d6, Microsoft vira phat hanh danh sdch ban va 161 thang 04/2023 véi
97 186 hdng biao mat, dang cha y la cc 16 hong bdo mét anh hudéng cao va
nghiém trong, nhu sau:

- L3 héng bio mat CVE-2023-28252 trong Windows Common Log File
System Driver cho phép doi tugng tan cong thyc hién tan cong nang cao dic
quyén. Ld hong nay dang bi khai thic trong thyc (.

- I:6 'héng béo mat CVE-2023-21554 trong Microsoft Message Queuing
cho phép doi tugng tan cong thuc thi ma tir xa.

- 03 15 hong bao mat CVE-2023-23384, CVE-2023-23375, CVE-2023-
28304 trong Microsoft SQL Server cho phép doi tuong tan cong thuc thi ma tu
Xa.

- L3 hdng bao mat CVE-2013-3900 xac thyc chir ky WinVerifyTrust cho
phép ddi tuong tn cdng c6 thé thém nodi dung vao phén chit ky ma xdc thuc
trong t&p thuc thi da ky ma khéng lam mét hiéu lyc chir ky. Gan day, 16 hong
nay da dugce sir dung trong cic cufe tAn coéng chudi cung Gng vao phan mém ctia
hing 3CX. Microsoft da dua ra ban va v& viéc kiém tra tinh x4c thyc cta chir ky
dudi dang tuy chon bét hodc tat, néu khong duge cAu hinh s& mic dinh 1a tit.
Trong ban cap nhat niy Microsoft da bd sung thém céc phién ban h¢ diéu hanh
bi &nh hudng. Pé nang cao bao mét an toan thong tin cho céac thiét bi stir dung hé
didu hanh Windows ngudi ding ¢ thé xem xét viée bét tiry chon kiém tra nay.

- 02 15 héng bao mit CVE-2023-28287, CVE-2023-28295 trong
Microsoft Publisher cho phép déi tuong tdn cong thyuc thi ma tir xa.

- 02 16 hdéng bao médt CVE-2023-28309, CVE-2023-28314 trong
Microsoft Dynamics 365 cho phép doi twong tan cong thuce hién tan céng XSS.
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_ S& Thong tin va Truyén théng dé nghi cdc co quan, don vi, dia phuong
kiém tra, ra soét cdc mdy tinh cé sir dung san pham Microsoft dé thuc hién v4 15i
céc 16 hong theo huéng din ciia Microsoft nham giam thiéu nguy co bi tan cong.
(Chi tiét phu luc kém theo).

Trongqqué’triqh thwe hién, néu c6 khé khin, vudng méc, vui long lién hé
Phong Chuyén doi s6 - S& Thong tin va Truyén thong, dién thoai: 02973.921678
hodc 0918693113 (d/c Nghia).

Trén trong.mﬁr
Noi nhan: 7. GIAM POC
- Nhur trén; K

- Trung tdm CNTTTT (thuc hién);
- Luu: VT, CBS (vbdt).

T x -~ e
Nguyén Xuin Ki¢m



THONG TI? :
TRONG SANPHAM CUA MICROSOFT
(Kem theo Céng vin s6 Y /STTTT-CDS ngay A9/ 4/2023 ciia S6 Thong tin
va Thong tin)
1. Théng tin cac 15 hong bao mat

STT CVE M0b ta Link tham khdo

- Diém: CVSS: 7.8 (cao)
- Mo ta: 1o hong trong
Windows Common Log
Fﬂ? S}Qs_tem Dmier 9h0 https://msrc.microsoft.co
phép dOi twgng tan cong| . ..o
1 CVE-2023-28252 | thyc hién tin cong nang| .1 <
g X £ 3 °| guide/vulnerability/CVE-

cao didc quyén. L6 hong 2003-28252
nady dang bi khai thac
trong thue e
- Anh huéng: Windows
Server, Windows 10,11.

- ‘Biem: CVSS: 98
(nghiém trong)

- M6 ta: 16 héng trong
Micrqsoﬁ Messag:;: safupdate-

2 | CVE-2023-21554 Queum% CE’IO phép .60j guide/vulnerability/CVE-
twong tan coéng thuc thi ma 202321554

tor xa.

- Anh hudng: Windows
Server, Windows 10/11.

https://msrc.microsoft.co

: https://msrc.microsoft.co
T ] m/update-

Ecaf)))lem‘ CViSB: TbiAS guide/vulnerability/CVE-
- M6 ti: 16 héng trong 2025-25534

Microsoft SQL Server cho g;ﬁ ;ﬁ/;}t';s-rc.mlcrosoft.co
phep : §01 ~tu‘c_>'ng el guide/vulnerability/CVE-
thgrf: thi ma tir xa. 5023-23375

- Anh huéng: Microsoft
SQL Server, Microsoft
ODBC Driver 18.

CVE-2023-23384
CVE-2023-23375
CVE-2023-28304

https://msrc.microsoft.co
m/update-
guide/vulnerability/CVE-
2023-28304

- Diém: CVSS: 7.4 (cao)
- Mo ta: 16 hong xdc thuc miupdate-
4 CVE-2013-3900 | chit ky' W}{lVerifyTruAst ouide/vulnerability/CVE-
cho phép doi tugng tan
5 4 AL S 2013-3900
cong co thé thém ndi dung

https://msrc.microsoft.co




vao phan chit ky ma xéc
thuc trong tép thuc thi da
ky ma khong 1am mét hiéu
luc chir ky.

- Anh huéng: Windows
Server, Windows 10/11.

CVE-2023-28287

- Piém: CVSS: 8.8 (cao)

- M6 ta: 16 héng trong
Microsoft Publisher cho
phép d6i tuong tin cong

https://msrc.microsoft.co
m/update-
guide/vulnerability/CVE-
2023-28287

3 CVE-2023-28295 | thyuc thi ma tir xa. https://msrc.microsoft.co
- Anh huéng: Microsoft | m/update-
Office, Microsoft | guide/vulnerability/CVE-
Publisher. 2023-28295
Eca?)lem' GVt Thal https://msre.microsoft. cgk
- Mo e 15 Hbng. wong DA 4,
Microsoft Dynamics 365 . 1de/vuinerabx11ty/CVE

6 CVE-2023-28309 v ke . | 2023-28309 i
cho phép doi tuong tan

CVE-2023-28314

cong thuc hién tdn cbng
XSS.

- Anh huéng: Microsoft
Dynamics 365.

https://msrc.microsoft.co; |,
m/update- s
guide/vulnerability/CVE- |7
2023-28314

2. Huémg dén khic phuc

Bién phép tot nhit dé khic phuc 14 cdp nhat ban vé cho céc 16 hong bao
mét néi trén theo huéng din cta hiang. Cic co quan, don vi, dia phirong tham
khao céc ban c4p nhat phit hop cho cic sin pham dang sir dung tai link ngudn
tham khao tai muyc 1 cua phu luc.

3. Tai liéu tham khdo

https://msrc.microsoft.com/update-guide

https://www.zerodayinitiative.com/blog/2023/4/11/the-april-2023-

security-update-review
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