UBND TINH KIEN GIANG ~ CONG HOA XA HOI CHU NGHIA VIET NAM
SOY TE Déc lap - Tu do - Hanh phuc

S6: H64/SYT-VP Kién Giang, ngay 0/ thdng 5 ndm 2023
V/v canh béo 156 hong bao mat dnh
hudng cao va nghiém trong trong

cac sin pham Microsoft cong bo
thang 02/2023

Kinh gui:
- Cac phong chirc nang SO Y té;
- Cac co quan, don vi thude va truc thude S& Y té.
(tuyén huyén/tuyén tinh).

Thuc hién Céng vin so 125/CNTT-YTDT ngay 21/02/2023 cua Cuc
Cong nghé thong tin, BO Y té vé viéc 18 hong bao mat anh hudéng cao va nghiém
trong trong cac san pham Microsoft cong bd thang 02/2023,

Dé duy tri hiéu qua dam bao an toan khi str dung may tinh tai cac co quan,
don vi truc thude, S& Y té dé nghi lanh dao cac co quan, don vi thude va truc
thudc quan tdm trién khai thye hién mot sb noi dung, cu thé:

1. Co quan, don vi tién hanh ra soat, kiém tra may tinh st dung hé diéu
hanh Windows ¢¢ kha nang bi anh huong boi cac 16 hong, bao mat anh huong
cao va nghiém trong trong cac san pham Microsoft cong b thang 02/2023 (dinh
kém phu luc hudng dén).

2. Tang cudng gidm sét va san sang phwong an xu 1y khi phét hién co dau
hiéu bj khai thac, tin cong mang; ddng thoi thuong xuyen theo ddi kénh canh
bé4o cua cac co quan chire nang va cac to chire 16n vé an toan thong tin dé phat
hién kip thoi cac nguy co tdn cong mang.

Trong qua trinh trién khai, thuc hién ¢é kho khan, vuong mac xin lién hé
S& Y té (qua Van phong S& gip ong Vi Manh Thing, so dién thoai
0988.202.102) dé duoc trao ddi, huéng dan. Trong truong hop can thiét c6 thé
li€n hé dau moi hd tre cia Trung tim Dt lidu y té, Cuc Cong nghé thong tin, Bo
Y té, s6 dién thoai 0987.772.483 ThS Hoang Dang Tri hodc thu dién t:
trihd@moh.gov.vn.

Nhan duge Cong vin nay dé nghi 1anh dao co quan, don vi quan tam, thuce
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Pjc lap - Tu’ do - Hanh phuc

PHU LUC

&y '/hong tin vé 15 hong bao mit trong
in pham Microsoft cong b thang 02/2023

(Pinh kém theo Cong vin s6 564 /SYT-VP ngay of / 4/2023 ciia S¢ Y té)

T CVE Mo ta Link tham khao
1 | CVE-2023-21529, | - Biém: CVSS: 8.8/7.2 (cao). https://msrc.microsoft.com/
CVE-2023-21710, | - M6 ta: 16 hong trong Microsoft | update-
CVE-2023-21707, | Exchange Server cho phép doi | oyide/vulnerability/CVE-
CVE-2023-21706 tuqng tan cong thuc th1 ma tir xa. 2023-21529
- Anh  huong:  Microsoft
Exchange Server. https://msrc.microsoft.com/
update-
guide/vulnerability/CVE-2023-
21706
https://msrc.microsoft.com/
update-
guide/vulnerability/CVE-2023-
21710
https://msrc.microsoft.com/
update-
guide/vulnerability/CVE-2023-
21707
2 | CVE-2023-21716 |- DPiém: CVSS: 9.8 (nghiém | https://msrc.microsoft.com/
trong). update-
- M6 ta: 16 héng trong trong guide/vulnerability/CVE-2023-
Microsoft Word cho phép doi | 21716
tuong tan cong thure thi ma tir xa.
- Anh huéng: Microsoft Word,
Microsoft SharePoint.
3 | CVE-2023-21715 |- Biém: CVSS: 7.3 (cao). https://msrc.microsoft.com/

- M6 ta: 16 hdng trong Microsoft
Publisher cho phép ddi tugng tan
cong thue hién tan cong vuot qua
co ché bao mat (Bypass). Lo
héng nay dang bi khai thic trong
thuc té.

- Anh huong: Microsoft 365.

update-
guide/vulnerability/CVE-2023-
21715
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CVE-2023-23376,
CVE-2023-21812

- biém: CVSS: 7.8 (cao).

- M6 ta: 16 hong trong Windows
Common Log File System
(CLFS) cho phép ddi tuong tan
cong thuc hién tan cong nang
cao dic quyén. LS hong nay
dang bi khai thac trong thue té.

- Anh huéng: Windows 10/11,
Windows Server.

https://msrc.microsoft.com/upd
ate-guide/vulnerability/CVE-
2023-23376

https://msrc.microsoft.com/
update-
guide/vulnerability/CVE-2023-
21812

CVE-2023-21705,
CVE-2023-21713,
CVE-2023-21528

- Diém: CVSS: 8.827.8 (cao).

- M6 ta: 16 hong trong Microsoft
SQL Server cho phép dbi tugng
tan cong thye thi mé tir xa.

- Anh huong: SQL Server.

https://msrc.microsoft.com/upd
ate-guide/vulnerability/CVE-
2023-21705

https://msrc.microsoft.com/upd
ate-guide/vulnerability/CVE-
2023-21713
https://msrc.microsoft.com/upd

ate-guide/vulnerability/CVE-
2023-21528

CVE-2023-21717

- Biém: CVSS: 8.8 (cao).

- M6 ta: 16 hong trong Microsoft
SharePoint Server cho phép doi
twong tin coéng thuc hién nang
cao dic quyén.

- Anh  huong:  Microsoft
SharePoint.

https://msrc.microsoft.com/upd
ate-guide/vulnerability/CVE-
2023-21717

I1I. Hwéng din khic phuc:

Bién phap t6t nhit dé khic phuc 1a cip nhat ban va cho cac 16 hong bao
mat noi trén theo hudng dan cua hang. Don vi tham khao cdc ban cép nhét phu
hop cho cac san pham dang stir dung tai link nguon tham khao tai Phu luc.

IV. Tai liéu tham khao:

- https://msre.microsoft.com/update-guide

- https://www.zerodayinitiative.com/blog/2023/2/14/the-february-2023-
security-update-overview.




